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INTRODUCTION
Economic growth today is largely based on digital technology, which means that every major
business has become a software company in some form. With 23 million software developers
around the world today, software developers are now the primary architects underpinning the
success of many public and private organizations. They are challenged to rapidly translate
business needs into competitive applications that are convenient, trustworthy, and secure.
‘Convenient, trustworthy and secure’ are easy words to write on a page, but infinitely
more challenging to deliver, especially when there are 111 billion lines of code written
every year. Agreeing with many concurring reports, Verizon’s 2018 Data Breach Investigations Report found that 21 percent of data breaches today are caused by web application vulnerabilities, something that has been a consistent finding over the past decade.

DEVELOPERS DON’T NEED TO BECOME

SECURITY EXPERTS, BUT THEY MUST BE
EMPOWERED TO BE THE FIRST LINE OF
DEFENSE

FOR

THEIR

ORGANIZATION.

Despite ever-increasing application security budgets, testing
platforms, tools and penetration tests, the number of successful cyber attacks keep rising. According to an Akamai
report, attacks on web applications increased by 69 percent
from Q3 2016 to Q3 2017. Further to this, the same security errors are routinely found in software day after day,
year after year, and the threats are expanding as a result.
The time has come to evolve developer software security training to be a constant and positive part of their everyday working routine. Writing great software means it
must be secure. Improving secure coding skills and outcomes will add a powerful layer of cyber protection for organizations, and will help them write better, faster code.
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What’s wrong with
the current
approach to
software security?

Developers are under pressure to deliver software with
as little business risk as possible, but time and resources to help write secure software from the start are limited. With today’s pace of development, even the best
teams produce many security errors, causing delays,
cost, and downstream risks that companies can’t afford.
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Security vs Development
is an unfair game
For a long time, security teams and developers have been pitted against each
other in what feels like a very unfair game for both sides. Tension begins at the
outset, because developers need to create functional code without any security
issues, while security’s job is to identify as many security problems as possible,
and attackers only need to find a single security vulnerability, which feels like
an even easier task. Few developers are formally taught security principles or
are held to secure coding standards.
Security experts have a tough time too. They are responsible for security
across, on average, 50-100 developers, meaning they are often stretched
and stressed. Also, although they are experts in security concepts and identifying security problems in code, security professionals are often not trained in
specific languages and frameworks which would have allowed them to modify
the developer’s code and actually fix the issues they find.

Right-to-left is
back to front
Current application security tools focus on
moving from right to left in the Software Development Life Cycle (SDLC). This process is good
at finding problems and pointing them out, but
doesn’t teach anyone to prevent the problems
or fix them. In addition to the developer-security
antipathy, it is about 30 times more expensive to
detect and fix vulnerabilities in committed code
than it is to prevent them when writing code in
the IDE (Integrated Development Environment)
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PROGRAM
DESCRIPTION
How to make secure coding training and tools
simple, relevant, and engaging for developers

Tournaments

Metrics

Trainings

Assessment

Developers can be empowered to be the first line of defense in their organization by making security highly visible and providing them with the skills and
tools to write secure code from the beginning.
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DEVELOPERS ENTER A VIRTUAL
ARENA, eSPORTs STYLE, EARNING
POINTS IN THEIR QUEST TO THE TOP
OF THE LEADERBOARD.

Tournament
Building a positive learning
experience that drives engagement
Secure coding tournaments are a fantastic way for companies to build
awareness and enthusiasm for secure coding. They can be highly engaging face-to-face or virtual events that get the whole developer community
involved and started on a secure coding journey. Tournaments can be short
— only a few hours — or run for days, and include a series of vulnerable
code challenges where developers identify problems, locate insecure code,
and fix the vulnerabilities.
Throughout the tournament, developers earn points and watch each
other (and themselves) climb to the top of the leaderboard. It helps companies to find security champions in each team, which is important to ongoing
skill building.

Secure Code Warrior
Tournament
Make it fun!
Keep team focused
Builds Awareness
Identifies security champions

6

NaradaCode

Training
Make it relevant, hands-on and fun,
and developer security skills will grow fast
Given security is not the developer’s priority, any security training must
be fun, competitive, and engaging to motivate them to ‘play.’ The best learning
platforms are gamified and allow developers to earn points and collect badges,
with leaderboards for teams. Developers should be able to work in real code
and in their own languages/frameworks, to locate, identify and fix known vulnerabilities in code.
They must be constantly expanded and updated so developers can continue to build their skills regularly over time, rather than completing a course
once a year and forgetting about security afterwards. Both developers and their
managers should be able to see which challenges they have completed, their
strengths and weaknesses, time spent on training and their accuracy.

TRAINING PLATFORMS MUST FOCUS ON
BUILDING SPECIFIC SKILLS, ACTIVELY
ENGAGING DEVELOPERS TO LEARN

EXAMPLE: 60% increase capability in 2 months
One of Secure Code Warrior’s customers required their developers to
play a single challenge (5 minutes) every day for two months. It tested
their skills before and after the training period and observed a 60% increase in secure development capability over a group of hundreds of
developers. This meant less resources spent on finding and fixing security
bugs later in the lifecycle, and significant long-term savings.
NaradaCode
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Metrics
Make it helpful, scalable and available
as developers are writing code

Just as writers use spell-checkers and grammar coaching tools, the
code-writing profession has reached a
point where a real-time security coaching plug-in must become an essential
part of their code-writing toolkit. This
should focus on positively teaching them
to write secure code, rather than finding
vulnerabilities.
The more development teams use
a quality real-time metrics and training
tool, the better they will become at secure coding and the less time and money
companies will need to spend on fixing
bugs or managing security breaches.

THE MORE DEVELOPMENT TEAMS USE A QUALITY
REAL-TIME METRICS AND TRAINING TOOL,
THE BETTER THEY WILL BECOME AT SECURE CODING
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Assessment
Identify gaps and create strong evidence
that secure coding skills are improving
Managers need to be confident that their developers have a base level of
competency when it comes to securing their code. Assessment allows organizations
to qualify and baseline the secure coding skills of their existing developers, offshore
developers, new hires, and graduates. How easy would it be if you could identify
developers who you were confident could write securely in your new project, before
they have even started working on it?
Assessment also demonstrates to auditors that developers are learning the
necessary secure coding skills that regulations like PCI-DSS (Payment Card Industry - Data Security Standard) outlines. Some companies are now starting to create
an internal badge, belting or certification program that aligns with demonstrating
certain security achievements.

SOME COMPANIES ARE NOW STARTING TO CREATE AN
INTERNAL BADGE, BELTING OR CERTIFICATION SYSTEM
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CONCLUSION
Taking Responsibility at the Source

As stated at the outset, the time has come to evolve developer software security training and tools, so they become a constant and positive part of their everyday working routine. Writing great software means
it must be secure. Developers need to take more responsibility for security, and a significant opportunity exists for companies to build a strategic business advantage by encouraging this kind
of approach.
The solution not only involves building skills, but also having the right
toolset to help every step of the process, from the first line of code until the
last and beyond. This paper outlines an innovative approach empowered
by modern training and tools that we know work in alliance to improve developer security. The powerful combination of Secure Code Warrior’s training platform and the Sensei IDE plugin will assist security and development
teams to collaborate constructively in building a positive security culture.
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